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Preface
This book is the final on-site setup guide for physical Hitachi Content
Platform Anywhere (HCP Anywhere) systems. It provides all the information
you need to deploy an assembled and configured HCP Anywhere system at
your site. It also contains instructions for assembling the components of an
HCP Anywhere system that was ordered without a rack. Additionally, it
explains how to configure Hi-Track Monitor to monitor the nodes in the HCP
Anywhere system.
Note: This book does not contain information about deploying HCP Anywhere
in virtual machines. For information on doing that, see Deploying an HCP
Anywhere VM System.

Intended audience
This book is intended for the people at a customer site who are responsible
for the on-site setup of an HCP Anywhere system. It assumes you have
experience with computer networking, installing computer hardware, and a
basic understanding of HCP Anywhere systems.

Product version
This book applies to release 2.0 of HCP Anywhere.

What's new
This section describes the new features, product enhancements, and other
changes for this version of the document.

Preface
Installing an HCP Anywhere System – Final On-site Setup

vii

What's new

Support for accessing network shares from HCP Anywhere
Administrators can now use HCP Anywhere to grant users access to network
shares on CIFS servers in their organization's network. Users can work with
the contents of these shares from the User Portal and from their mobile
devices.
Administrators use the Management Console to make CIFS servers and
shares known to the HCP Anywhere system. For information on doing this,
see the HCP Anywhere Administrator Help.
For information on the network connections necessary to support this
feature, see "Network connection information" on page 10.
Support for SAML, Active Directory Federation Services, and multi-forest
authentication
In release 2.0, HCP Anywhere supports using version 2.0 of the SAML
protocol to authenticate users from one or more SAML identity providers.
HCP Anywhere now supports Active Directory Federation Services (AD FS)
as a SAML identity provider. This enables HCP Anywhere to grant file
synchronization and sharing access to users from multiple Active Directory
forests. Previously, HCP Anywhere allowed users from only one Active
Directory forest.
For information on configuring SAML authentication, see the HCP
Anywhere Administrator Help.
Increased user support
HCP Anywhere Standard Pod systems shipped after release 2.0 support up
to 50,000 file synchronization and sharing users.
Support for new HDI device types
In release 2.0, HCP Anywhere can now configure and monitor HDI Single
Node and virtual machine devices. Administrators can also use the
Management Console to add support for new device types, as necessary.
For information on managing HDI devices, see the HCP Anywhere
Administrator Help.

viii
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Related documents

Related documents
These documents contain additional information about HCP Anywhere:
•

HCP Anywhere Administrator Help — This set of help topics contains
the instructions you need to use the HCP Anywhere Management
Console to configure and monitor an HCP Anywhere system and its
hardware. This set of help topics also includes instructions on
administering the file synchronization and sharing and HDI device
management features.
This set of help topics is accessible from the HCP Anywhere Management
Console.

•

HCP Anywhere User Help — This set of help topics explains how to use
HCP Anywhere for file storage and synchronization. These topics discuss
the file synchronization interfaces that HCP Anywhere provides, which
include desktop and mobile applications and a web application called the
User Portal.
This set of help topics is accessible from the HCP Anywhere User Portal.

•

Deploying an HCP Anywhere VM System — This book provides the
information you need to install HCP Anywhere in virtual machines. It
explains what you need to know to successfully configure your VM
environment and contains step-by-step instructions for the installation
procedure.

•

Third-party Copyrights and Licenses — This book contains copyright
and license information for third-party software distributed with or
embedded in the HCP Anywhere operating system, core software, and
file synchronization and sharing applications.

Getting help
The Hitachi Data Systems customer support staff is available 24 hours a
day, seven days a week. If you need technical support, log on to the Hitachi
Data Systems Portal for contact information: https://portal.hds.com.
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Comments

Comments
Please send us your comments on this document:

HCPAnywhereDocumentationFeedback@hds.com
Include the document title, number, and product version number, and refer
to specific sections and paragraphs whenever possible. All comments
become the property of Hitachi Data Systems.

Thank you!

x
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HCP Anywhere system overview
An HCP Anywhere system is delivered to a customer site as either unracked
components or as a racked appliance installed in the same rack as an
HCP system. In either case, all the components are preconfigured and the
HCP Anywhere software is already installed. However, once the system is
delivered, it needs some final on-site setup.
This chapter introduces HCP Anywhere and describes the hardware and
software used in an HCP Anywhere system. It also contains an overview of
the final setup activities required to make your HCP Anywhere system
operational at your site.
Notes:

•

In this book, a system that is delivered in a rack with an HCP system is
referred to as a preassembled system. A system that is delivered
without a rack is referred to as a rackless system. For a rackless system,
you provide the rack in which the system is installed.

•

This book does not contain information about deploying HCP Anywhere
in virtual machines. For information on doing that, see Deploying an
HCP Anywhere VM System.
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About HCP Anywhere

About HCP Anywhere
HCP Anywhere is the system from Hitachi Data Systems (HDS) that
provides these two major features:
•

File synchronization and sharing — This feature allows a user to access

and share files from any location at which the user has Internet access.
When a user adds files to HCP Anywhere, HCP Anywhere stores the files
in a Hitachi Content Platform (HCP) system. The files are then made
available through a web browser application called the HCP Anywhere
User Portal and through each computer, smartphone, and tablet that
the user has registered with HCP Anywhere.
•

HDI device management — This feature allows an administrator to
configure and monitor Hitachi Data Ingestor (HDI) systems that have

been deployed at multiple remote sites throughout an enterprise.
For information on purchasing HDI devices, please contact your HCP
Anywhere sales representative.

Management Console
HCP Anywhere includes a web application called the Management Console.
The HCP Anywhere system administrator uses this Console to configure,
monitor, and manage the system. The Console reports certain hardware
problems as they occur, so the system administrator can take appropriate
action to initiate repairs.

Nodes
A physical HCP Anywhere system includes two servers, called nodes , that
are networked together. Nodes are the essential part of an HCP Anywhere
system.
Both nodes run the complete HCP Anywhere software. Additionally, the
system keeps copies of essential system data on both nodes. These features
ensure that if a node fails, the system remains accessible to users.

2
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Physical system types

Physical system types
Depending on the internal hardware of the nodes, a physical HCP Anywhere
system can be one of two types:
•

Entry Pod — This type consists of two nodes that can support up to

5,000file synchronization and sharing users.
•

Standard Pod — This type consists of two nodes with more memory,

storage space, and processing power than the nodes in an Entry Pod.
Standard Pod systems shipped after release 2.0 can support up to
50,000file synchronization and sharing users. Older Standard Pod
systems support up to 20,000 users.
Note: For information on converting an Entry Pod to a Standard Pod or on
upgrading a pre-2.0 Standard Pod system to support up to 50,000, contact your
HCP Anywhere sales representative.

The final on-site setup activities you need to perform are identical for both
hardware configurations.
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System architecture and networking

System architecture and networking
HCP Anywhere system hardware consists of:
•

Two nodes, which are Hitachi Compute Rack (CR) 210H servers. These
nodes are networked together.

•

Ethernet cables and Brocade ICX 6430 Ethernet switches for
networking.

An HCP Anywhere system uses both back-end and front-end networks. The
front-end network is used for:
•

Access by HCP Anywhere applications on user's computers and mobile
devices

•

Browser access to the User Portal and Management Console

•

Storing and accessing files in the HCP system that HCP Anywhere uses

•

Sending configuration information to and receiving health reports from
HDI devices

The back-end network is used for inter-node communication.
Caution: The back-end network must be isolated, non-routable, and remain
separate from the front-end network. Interfering with the operation of the
back-end network can cause the HCP Anywhere system to become inoperable
and can result in data loss.

To connect the nodes to the front-end network (that is, your corporate
network), the recommended setup includes two independent Ethernet
switches that connect these ports to the front-end network.
As delivered, an HCP Anywhere system includes the Ethernet switches that
establish the back-end network. You need to supply two front-end switches
and all the cables needed to connect each server to the front-end switches.
For information on the switches and cables that you need to supply, see
"Components that you supply" on page 19.

4
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Final on-site setup activities

The illustration below shows the architecture of a physical HCP Anywhere
system.

The table below describes the cables in this illustration.
Cable color

Cable type

Connects from

Connects to

Red

Ethernet

Ethernet port 4 in
each node

Back-end switches

Blue

Ethernet

Ethernet port 2 in
each node

Back-end switches

Green*

Ethernet

Ethernet port 3 in
each node

Front-end switches

Orange*

Ethernet

Ethernet port 1 in
each node

Front-end switches

Purple

Ethernet

Back-end switches

Each other

Black

Power

Each node

Two PDUs

Each back-end
switch

One PDU

* The orange and green cables in this illustration represent the front-end Ethernet cables that
you provide. These cables do not need to be orange and green, though it is recommended that
you use cables that are colors other then red and blue.

Final on-site setup activities
An HCP Anywhere system arrives with the HCP Anywhere software already
installed and configured with various default settings.
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Final on-site setup activities

To get the system up and running, you need to perform the activities
outlined in the table below.
Step

Activity

More information

1

Verify that your site is ready for the HCP Anywhere system to be
installed.

"Chapter 2: Site
preparation" on page 7

2

For a preassembled system, remove the rack containing the HCP and
HCP Anywhere systems from the packing crate and position it in your
data center.

N/A

For a rackless system, assemble the HCP Anywhere system components
in a rack that you supply.

"Chapter 3:
Assembling rackless
components" on
page 21

3

Connect the HCP Anywhere PDUs to your power sources.

"Connecting to the
power sources" on
page 48

4

Connect the HCP Anywhere system to your corporate network.

"Connecting to your
corporate network" on
page 54

Note: If the preconfigured front-end IP addresses don't work for your
environment, perform step 6 below before performing this step.
5

Configure the HCP Anywhere hostname in the corporate DNS setup. Be
sure to use your site-specific node IP addresses and HCP Anywhere
system name and not the default settings that the system arrives with.

N/A

6

Reconfigure the HCP Anywhere system for your environment.

"Reconfiguring the HCP
Anywhere system for
your site" on page 48

7

Optionally, configure Hi-Track Monitor to monitor the HCP Anywhere
nodes.

"Chapter 5:
Configuring monitoring
with Hi-Track Monitor"
on page 59

6
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2
Site preparation
Before an HCP Anywhere system can be deployed, you need to ensure that
the intended location for the system meets certain environmental
requirements. If it doesn't, you should wait to deploy the system until the
necessary changes have been made.
You also need to have on hand the additional components that enable you
to complete the connections between the HCP Anywhere system and your
environment.
HCP Anywhere requires Windows Active Directory (AD) for user
authentication. For HCP Anywhere to support AD, you need to provide
access to one or more servers running Windows Active Directory.
You need to configure various network components such as firewalls and
load balancers to manage traffic for the HCP Anywhere system. To configure
these components, you need to know certain network connection
information for the HCP Anywhere system.
This chapter describes the conditions, components, network connection
information, and Active Directory system requirements for successful
installation and operation of an HCP Anywhere system at your site.

Chapter 2: Site preparation
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Environmental requirements

Environmental requirements
This section contains information on the environmental requirements of the
servers and switches that make up an HCP Anywhere system.
The table below shows the approximate weights of the servers and switches
in an HCP Anywhere system.
Weight

Value

Each CR 210H server

Approximately 35.6 lbs (16.15 kg)
Note: This value varies depending on the type of
HCP Anywhere system to which the node belongs.
Nodes in an HCP Anywhere Standard Pod system
are heavier than nodes in an HCP Anywhere Entry
Pod system.

Two back-end Ethernet switches

Approximately 15.16 lbs (6.88 kg)

Your data center must be able to compensate for the component
characteristics shown in the table below. All measurements in this table are
at 200V.
Max. power
draw in watts

Component

Max. total current
draw in amps

Max. cooling in
BTUs/hour

Each CR 210H server

368.8

2.3

1,290.4

Each Brocade ICX 6430
Ethernet switch

24.16

0.9

70.08

For information on the environmental requirements of the servers,
switches, and infrastructure components of the HCP system that
accompanies a preassembled HCP Anywhere system, see the applicable
HCP documentation:
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•

For HCP SAIN systems, see Installing an HCP SAIN System — Final
On-site Setup

•

For HCP RAIN systems, see Installing an HCP RAIN System — Final
On-site Setup
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Domain name system requirements
Before installing the HCP Anywhere system at your site, you need to
configure the HCP Anywhere hostname in your corporate DNS setup. Be
sure to use your site-specific node IP addresses and HCP Anywhere system
name and not the default settings that the system arrives with.

User authentication requirements
HCP Anywhere requires Windows Active Directory for user
authentication. For HCP Anywhere to be able to use AD:
•

•

All Active Directory domain controllers must run one of these:
○

Windows Server 2012 R2

○

Windows Server 2012

○

Windows Server 2008 R2

HCP Anywhere must have network connectivity to one or more domains
in the AD forest.
Note: By default, HCP Anywhere attempts to connect to every domain in
the forest. If your AD infrastructure does not allow HCP Anywhere to do
this, you can use the domain whitelist in the Management Console to
specify only the domains to which the system can connect. For information,
see the HCP Anywhere Administrator Help, which is available from the
Management Console.
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Time source requirements

•

HCP Anywhere must be able to contact at least one DNS server that can
resolve the AD domain name. Additionally, HCP Anywhere must be able
to do reverse DNS lookups of the IP addresses of all AD domain
controllers that HCP Anywhere is configured to use (that is, the DNS
configuration must include PTR records for the IP addresses that identify
hostnames for AD domain controllers).

•

The AD time must be in sync with the HCP Anywhere system time. The
recommended configuration is for HCP Anywhere and AD to use the
same time server.

Additionally, to ensure that AD users have continuous access to HCP
Anywhere, the AD infrastructure should have a robust and fault tolerant
configuration.
Note: HCP Anywhere also supports using the SAML protocol to communicate
with Active Directory Federation Services (AD FS). This allows HCP Anywhere
to authenticate users from multiple AD forests. For more information, see the
HCP Anywhere Administrator Help, which is accessible from the documentation
icon (
) in the top righthand corner of each Management Console page.

Time source requirements
The HCP Anywhere system requires at least one external time server as a
time source. Ideally, HCP Anywhere and Active Directory should use the
same time source.

Network connection information
The table in this section contains network connection information about
inbound and outbound traffic for an HCP Anywhere system. You need this
information when configuring networking components such as load
balancers and firewalls to manage network traffic for an HCP Anywhere
system.
You also need the information in the table for configuring your network to
support SSL termination for HCP Anywhere. SSL termination is a process in
which SSL-encrypted traffic bound for one server is redirected to another
server that decrypts the information and then sends it to the target server.
In this way, the target server does not need to use its resources to decrypt
the information.

10
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Network connection information

Note: To support SSL termination, you also need to enable support for it in the
HCP Anywhere Management Console. For information on doing this, see the
HCP Anywhere Administrator Help.
Tip: Even when you have enabled SSL termination support for the HCP
Anywhere system, you should configure the HCP Anywhere system to use an
SSL certificate that's been signed by a trusted vendor. This increases the
likelihood that user's computers, browsers, and mobile devices will
automatically trust the HCP Anywhere system.

In the table, each row represents a type of network traffic. The Optional or
required column indicates whether the applicable type of traffic is required
for the HCP Anywhere system to function properly. Each node in the HCP
Anywhere system can handle all types of network traffic listed in the table.
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Network connection information

Purpose
Insecure (HTTP)
access to the User
Portal and for
communication
related to file
synchronization and
sharing and HDI
device management

Inbound
or
Outbound
Inbound

Source
Proxies for
SSL termination
(load balancers,
RP caches)

Source
Network
DMZ or
Corporate

Target
HCP
Anywhere
system

Port
80

Protocol

Optional
or
required

TCP

Optional

Notes
To support external SSL
termination for file
synchronization and
sharing and HDI device
management feature
communication, HCP
Anywhere uses port 80
for HTTP access without
SSL security. All
returned URLs use
HTTP with SSL security
(HTTPS).
Support for external
SSL termination can be
enabled and disabled in
the HCP Anywhere
Management Console.

12
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Network connection information

(continued)
Purpose
Secure (HTTPS)
access to the User
Portal and for
communication
related to file
synchronization and
sharing and HDI
device management

Inbound
or
Outbound
Inbound

Source
Any of these:
•

A registered
computer

•

A registered
mobile device

•

A web
browser used
to access the
HCP
Anywhere
User Portal

•

An HDI
device

Source
Network

Target

Internet
or
Corporate

HCP
Anywhere
system

Protocol

Optional
or
required

443

TCP

Required

If support for external
SSL termination is
disabled in the HCP
Anywhere Management
Console, HCP Anywhere
uses only port 443 for
file synchronization and
sharing and HDI device
management feature
communication.

Port

Notes

Access to the HCP
Anywhere
Management
Console through
HTTPS

Inbound

Administrator
client computer
accessing the
Management
Console through
a web browser

Corporate

HCP
Anywhere
system

8000

TCP

Required

HCP Anywhere uses
only port 8000 for
access to the
Management Console.

SSH access to the
HCP Anywhere
system by HDS
service personnel

Inbound

Support client
computer

Corporate

HCP
Anywhere
system

22

TCP, UDP

Optional

Support for SSH access
to the HCP Anywhere
system can be enabled
and disabled in the
Management Console.
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Network connection information

(continued)
Purpose
SNMP access for
monitoring the HCP
Anywhere system

Inbound
or
Outbound
Inbound

Source
Network
Monitoring
System (SNMP)

Source
Network
Corporate

Target
HCP
Anywhere
system

Port
161

Protocol

Optional
or
required

TCP, UDP

Optional

Notes
Support for SNMP can
be enabled and disabled
in the Management
Console.
Hi-Track Monitor uses
SNMP to monitor the
HCP Anywhere system.
HCP Anywhere supports
only SNMP version 2c.
HCP Anywhere does not
send system log
messages to SNMP
managers.

Active Directory
authentication

Outbound

HCP Anywhere
system

Corporate

Active
Directory
server

88

TCP, UDP

Required

For access to the
Management Console
and the file
synchronization and
sharing feature, HCP
Anywhere requires
Active Directory for user
authentication.
Support for Active
Directory
authentication is
configured in the
HCP Anywhere
Management Console.

14
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Network connection information

(continued)
Purpose

Inbound
or
Outbound

Source

Source
Network

Target

Port

Protocol

Optional
or
required

Notes

Access to Active
Directory LDAP
service

Outbound

HCP Anywhere
system

Corporate

Active
Directory
server

389

TCP, UDP

Required

HCP Anywhere uses the
Lightweight Directory
Access Protocol (LDAP)
for user authentication
and for ensuring that
AW support for
AD authentication
continues to function.

Maintaining the
password for the HCP
Anywhere computer
account in Active
Directory

Outbound

HCP Anywhere
system

Corporate

Active
Directory
server

464

TCP, UDP

Required

HCP Anywhere uses the
Kerberos kpasswd
service to automatically
change the password
for the HCP Anywhere
computer account in
AD.

Access to Microsoft
Global Catalog

Outbound

HCP Anywhere
system

Corporate

Active
Directory
server

3268

TCP, UDP

Required

HCP Anywhere accesses
the Global Catalog for
AD user authentication
and for ensuring that
AW support for
AD authentication
continues to function.

DNS name
resolution

Outbound

HCP Anywhere
system

Corporate

DNS server

53

TCP, UDP

Required

The HCP Anywhere
system requires access
to DNS servers for
performing
DNS lookups.
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Network connection information

(continued)
Purpose
Access to external
time server

Inbound
or
Outbound
Outbound

Source
HCP Anywhere
system

Source
Network
Corporate

Target
NTP server

Port
123

Protocol

Optional
or
required

TCP, UDP

Required

Notes
HCP Anywhere requires
a time source that is an
external NTP time
server.
The recommended
configuration is for HCP
Anywhere and the
Active Directory server
to use the same time
server.

Email notification of
HCP Anywhere
events

Outbound

HCP Anywhere
system

Corporate

Internal
SMTP server

25

TCP, UDP

Optional

HCP Anywhere can be
configured to send
email notifications
when certain events
occur.

Syslog logging of HCP
Anywhere events

Outbound

HCP Anywhere
system

Corporate

Internal
syslog
server

Configurable
(default is
514)

UDP

Optional

HCP Anywhere can be
configured to send
event logs to an
external syslog server.
The port can be
configured in the
Management Console.
By default, HCP
Anywhere uses 514.

16
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Network connection information

(continued)
Purpose
Virus scanning of
files added by file
synchronization and
sharing users

Inbound
or
Outbound
Outbound

Source
HCP Anywhere
system

Source
Network
Corporate

Target
Internal
ICAP
servers

Port
Configurable
(default is
1344)

Protocol

Optional
or
required

TCP

Optional

Notes
HCP Anywhere can be
configured to send files
to one or more ICAP
servers for virus
scanning.
The port can be
configured in the
Management Console.
By default, HCP
Anywhere uses 1344.

Managing HCP
tenants

Outbound

HCP Anywhere
system

Corporate

HCP system

9090

TCP

Required

HCP Anywhere uses the
HCP Management API
to manage HCP
tenants.

For file
synchronization and
sharing, reading and
writing user files to
an HCP system

Outbound

HCP Anywhere
system

Corporate

HCP system

443

TCP

Required

By default, HCP
Anywhere reads and
writes files to HCP
through HTTPS.

For file
synchronization and
sharing, reading and
writing user files to
an HCP system

Outbound

HCP Anywhere
system

Corporate

HCP system

80

TCP

Optional

HCP Anywhere can be
configured to read and
write files to HCP
through HTTP without
SSL security (HTTP).
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Network connection information

(continued)
Purpose
For file
synchronization and
sharing, access to
the contents of NAS
servers.

Inbound
or
Outbound
Outbound

Source
HCP Anywhere
system

Source
Network

Target

Corporate

NAS servers

Port
445

Protocol

Optional
or
required

TCP

Optional

Notes
HCP Anywhere can be
configured to grant
users access to NAS
shares through the
mobile applications and
the User Portal.
HCP Anywhere uses
CIFS to communicate
with NAS servers.
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Components that you supply

Components that you supply
To establish the front-end network for both rackless and preassembled HCP
Anywhere systems, you need to provide:
•

•

Two Ethernet switches in your corporate network. Each switch:
○

Must support full-duplex communication.

○

Must have a port speed of one GB/s or less. The recommended port
speed is one GB/s.

○

Must support autonegotiation.

○

Must have two open ports, one for each node in the HCP Anywhere
system.

○

Must have the Spanning Tree Protocol (STP) disabled.

To establish the front-end network, for each node, two Cat 6 Ethernet
cables. If possible, half of these cables should be one color and half
another color. Also, if possible, the colors of these cables should not be
red and blue because these are the colors of the cables used to establish
the back-end network.

To assemble a rackless system, you need to provide some components in
addition to the ones described above. For information on these components,
see "Components that you supply for a rackless system" on page 27.

Chapter 2: Site preparation
Installing an HCP Anywhere System – Final On-site Setup

19

Components that you supply
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3
Assembling rackless components
The components of a rackless HCP Anywhere system are delivered
configured but unassembled. You need to provide some additional
components and assemble the system at your site. This chapter provides
instructions for doing this.
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Before assembling rackless components

Before assembling rackless components
This section lists the tools and accessories you need and contains
information you need to know to assemble an HCP Anywhere system that
was shipped as separate components.

Components that come with a rackless system
For a rackless HCP Anywhere system, these components are shipped to your
site:
•

Two servers with the HCP Anywhere software already installed. For more
information on the servers that make up an HCP Anywhere system, see
"Servers" on the next page.
Each server comes with the necessary hardware for installing it in a rack.
For more information on this hardware, see "Server mounting
hardware" on page 24.

•

Two back-end Ethernet switches. For more information on the switches,
see "Ethernet switches" on page 25.

•

Power cords for the servers and back-end switches — two per server and
one per switch. These power cords are separate from the power cords
included in the original packaging for each server and switch.
If the PDUs you supply aren't compatible with the power cords included
with the system, you also need to supply two power cords for each server
and one power cord for each switch. For more information on the power
cords that are shipped with a rackless system, see "Power cords" on
page 27.
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•

Two red and two blue Ethernet cables for connecting the servers to the
back-end switches.

•

A purple Ethernet cable for connecting the back-end switches to each
other.

•

Two perforated blanking plates for covering the rack units that contain
the back-end switches.

•

One serial number label. This label is taped to the top of the first node
you mount when you assemble the system.
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Servers

•

A CD that contains any license files for the system. These license files
increase the number of file synchronization and sharing users and HDI
devices that the HCP Anywhere system can have.
After setting up the HCP Anywhere system for your site, you use the
Management Console to install these license files. For instructions on
doing this, see "Installing license files" on page 56.

Servers
HCP Anywhere nodes are Hitachi Compute Rack 210H (CR 210H) servers.
Each server occupies one rack unit.
The internal components of a CR 210H server differ depending on whether
the server is part of a Standard Pod system or Entry Pod system. A server in
a Standard Pod system has more memory, processing power, and disk
space than a server in an Entry Pod system.
The front of each server has two LED buttons on the right side of the server.
The righthand button is the power button. The lefthand button is the reset
button.
The picture below shows the front of a CR 210H server.

Each server has five Ethernet ports on the back. Three of these ports are
located next to the USB ports. Going from left to right on the back of the
server, these Ethernet ports are labeled 2, 1, and M. In the HCP Anywhere
Management Console and operating system, ports 1 and 2 are identified as
eth0 and eth1, respectively. Port M is reserved for server maintenance and
is not represented in the Console or OS.
The other two Ethernet ports are located on the right side of the server next
to the fan. On the server, the upper Ethernet port is labeled 3 and the lower
port is labeled 4. In the HCP Anywhere Management Console and operating
system, these ports are identified as eth2 and eth3, respectively.
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Server mounting hardware

The table below contains information on how these Ethernet ports are used
in an HCP Anywhere system.
Port

Use

1 (eth0)

Front-end communication

2 (eth1)

Back-end communication

3 (eth2)

Front-end communication

4 (eth3)

Back-end communication

M

Reserved for server maintenance

The back of each server also has two sockets for power cords, one on the
right and one on the left.
The picture below shows the back of a CR 210H server.

Server mounting hardware
For rack mounting, each CR 210H server comes with two rail kits, one for
each side. It doesn’t matter which kit you use for each side.
The picture below shows the two rail kits.

Each rail kit consists of one part that you attach to the server, one part that
you install in the rack, and an extra part that you remove and set aside. The
part that attaches to the server comes nested inside the part that you
install in the rack.
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Ethernet switches

The picture below shows the part of the rail kit that attaches to the server
(on the left) and the part that you install in the rack (on the right).

Ethernet switches
A physical HCP Anywhere system uses two 1U Brocade ICX 6430 Ethernet
switches for the back-end network.
The front of each switch has 24 ports in two rows of 12. The ports are
numbered starting from the top left. The odd-numbered ports are the ones
in the top row. The even-numbered ports are the ones in the bottom row.
The back of each switch has a socket for a power cord.
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Ethernet switches

The pictures below show the front and back of a Brocade ICX 6430 Ethernet
switch.

Each switch comes with:
•

Two mounting brackets.

•

Six small black screws.

•

Eight larger silver screws with bushings and washers.

•

Four cage nuts.

You use the purple Ethernet cable to connect the two switches.

26

Chapter 3: Assembling rackless components
Installing an HCP Anywhere System – Final On-site Setup

Power cords

Power cords
Several separately-packaged power cords are shipped with a rackless
HCP Anywhere system. These cords require PDUs with C14 IEC receptacles.
Each Ethernet switch comes with an additional power cord and each server
comes with two additional power cords. These power cords require PDUs
with NEMA 5-15-P receptacles.
If the PDUs that you supply are not compatible with either type of power
cord, you need to provide alternative power cords as applicable. To connect
to a server or switch, each power cord you provide must have a C13 IEC
plug at one end.

Perforated blanking plates
An HCP Anywhere system uses two 1U perforated blanking plates to cover
the units where the Ethernet switches are mounted.
The picture below shows one perforated blanking plate.

Components that you supply for a rackless system
To assemble the system, you need to supply these additional components:
•

A rack that meets these requirements:
○

It must be a 19-inch (482.6 mm) EIA-310-E-compliant four-post
rack with square or unthreaded round holes.

○

It must support a rail depth between 660.4 and 1,430.4 mm.

○

If it has square holes, it must have a square-hole adjustment range
of 692 to 756 mm.
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Server and switch placement

•

○

It must have clearance of at least 45 inches (1,143 mm) at the front.

○

It must have four contiguous empty rack units to accommodate the
two servers and the two back-end Ethernet switches. Each server and
each switch occupies one rack unit.

Two PDUs.
If the PDUs you supply aren't compatible with the power cords included
with the system, you also need to supply two power cords for each server
and one power cord for each switch. For more information on the power
cords, see "Power cords" on the previous page.

•

Velcro straps and/or cable ties for bundling and securing cables.

•

Screws and cage nuts for installing the perforated blanking plates.

Additionally, you need to provide Ethernet switches and cables for
connecting the HCP Anywhere system to your corporate network. For
information on the switches and cables you need to provide, see
"Components that you supply" on page 19. For information on connecting
the HCP Anywhere system to your corporate network after you assemble the
system hardware, see "Connecting to your corporate network" on
page 54.

Server and switch placement
When assembling the system, you need to arrange the servers and switches
in the rack in a specific order.
The top of each server has a label that indicates the relative order of the
server in the rack. The order is given as an integer (for example, 1).
Within the empty rack units:
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•

Mount the switches for the back-end network. Do not skip any rack
units. The front of each switch, where the Ethernet ports are located,
faces the rear of the rack

•

Mount the two servers directly above those switches. Mount the server
labeled 1 (one) in the rack unit above the topmost back-end switch.
Mount the server labeled 2 in the rack unit above that one. Do not skip
any rack units.
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Tools and accessories you need
To assemble the hardware for an HCP Anywhere system, you need these
tools and accessories:
•

Four spare Ethernet cables.
These cables are used to simulate the front-end network during the HCP
Anywhere software installation. These cables are not shipped to the
customer site.

•

#1 Phillips screwdriver.

•

#2 Phillips screwdriver.

•

Cage-nut tool.

•

Wire cutters.

•

Velcro straps.

•

Cable ties.

Tip: The hardware assembly is easiest with a magnetic screwdriver.

What you do
To assemble the hardware for an HCP Anywhere system:
1. Prepare the rack for the installation of the HCP Anywhere system
components (see "Step 1: Prepare the rack" on the next page)
2. Install the PDUs in the rack (see "Step 2: Install the PDUs" on the next
page)
3. Mount the back-end Ethernet switches in the rack (see "Step 3: Mount
the back-end Ethernet switches" on the next page)
4. Install the server rails in the rack (see "Step 4: Install the server rails
in the rack" on page 33)
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Step 1: Prepare the rack

5. Mount the servers in the rack (see "Step 5: Mount the servers" on
page 38)
6. Connect the servers to the PDUs (see "Step 6: Connect the servers to
the PDUs" on page 41)
7. Connect the switches to the PDUs (see "Step 7: Connect the switches
to the PDUs" on page 42)
8. Install the perforated blanking plates in front of the Ethernet switches
(see "Step 8: Install the perforated blanking plates" on page 43)
9. Connect the back-end Ethernet cables to the back-end Ethernet
switches (see "Step 9: Connect the back-end Ethernet cables to the
back-end switches" on page 44)
10.Connect the back-end Ethernet cables to the servers (see "Step 10:
Connect the back-end Ethernet cables to the servers" on page 44)
11.Reassemble the rack (see "Step 11: Reassemble the rack" on page 45)
Note: The steps above are listed in the recommended order of performance.
If some components are available before others, you can vary this order as
needed. However, the fully assembled system should match the arrangement
specified in the instructions in the remainder of this chapter.

Step 1: Prepare the rack
Optionally, to facilitate the system assembly, remove the doors and sides
from the rack.

Step 2: Install the PDUs
If the PDUs are not already installed in the rack, install them now. Attach
them to the vertical rails at the back of the rack, one on each side.

Step 3: Mount the back-end Ethernet switches
An HCP Anywhere system uses two Ethernet switches for the back-end
network. The front of each switch, where the Ethernet ports are located,
faces the rear of the rack. The two back-end switches are connected to each
other by a purple Ethernet cable.
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What you need

The picture below shows the two back-end switches mounted in a rack.

The following sections tell you what you need and what steps to take to
mount the Ethernet switches in the rack.
For information about the Ethernet switches, see "Ethernet switches" on
page 25. For information on where in the rack to put the switches, see
"Server and switch placement" on page 28.

What you need
To mount the Ethernet switches in the rack, you need:
•

The mounting hardware that comes with each switch.

•

The purple Ethernet cable.

•

A #2 Phillips screwdriver.

•

A cage-nut tool.

What you do
To mount an Ethernet switch in the rack:
1. Attach one mounting bracket to each side of the switch. To attach a
mounting bracket:
a. Position the bracket so that the side with the four holes lines up with
the three holes on the side of the switch and the side with the two
holes is flush with the front of the switch.
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What you do

b. Use three of the small black screws to attach the bracket to the
switch.

2. On the cage rails, clip the four cage nuts to the top and bottom holes in
the rack unit in which you’re mounting the switch (two on the left and
two on the right).

3. Position the switch in the rack so that the two holes in the bracket on
each side of the switch align with the holes with the cage nuts.
4. Using two of the silver screws on each side, attach the switch to the cage
rails.
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Step 4: Install the server rails in the rack

5. Use the purple Ethernet cable to connect the two switches to each other.
Use port number 24 in each switch.

Step 4: Install the server rails in the rack
For rack mounting, each server comes with two rail kits, one for each side. It
doesn’t matter which kit you use for each side.
Each rail kit consists of one part that you attach to the server and one part
that you install in the rack. The part that attaches to the server comes
nested inside the part that you install in the rack.
The following sections tell you what you need and what steps to take to
install the rails for a server.

What you need
To install the rails in the rack, you need:
•

A #1 Phillips screwdriver.

•

Four M5 screws and washers. Each screw should be less than an inch
long.

What you do
To install the rails for a server, for each rail kit:
1. Remove the extra rail length (see "Step 4a: Remove the extra rail
length" below).
2. Remove the inner rail from the outer rail (see "Step 4b: Remove the
inner rail from the outer rail" on the next page).
3. Install the outer rail in the rack (see "Step 4c: Install the outer rail in
the rack" on page 36).
Step 4a: Remove the extra rail length
Removing this part of the rail creates more space in the rack, making it
easier for you to organize cables.

Chapter 3: Assembling rackless components
Installing an HCP Anywhere System – Final On-site Setup

33

What you do

To remove the extra length from a rail, unscrew the two screws that hold
the extra length to the rail kit. Then remove the extra piece from the rail.

Step 4b: Remove the inner rail from the outer rail
To remove the inner rail from the outer rail:
1. Press down on the light blue button at the front of the rail and extend
the rail out as far as it goes.
The picture below shows the light blue button at the front of the rail.

2. Slide the white pull tab towards the front of the rail and pull the inner
rail out of the outer rail.
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What you do

The picture below shows the white pull tab on the inner rail.

The picture below shows the inner rail (on the left) and the outer rail (on
the right).
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What you do

Step 4c: Install the outer rail in the rack
The back end of the outer rail is the end with the lock lever.

The front end of the outer rail is the end with the small metal clip.

To install the outer rail in the rack:
1. If the rail is fully extended, collapse the rail so that no part extends
beyond the two square pegs at the front of the rail.
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What you do

2. Insert the two square tabs on the back end of the outer rail into the top
and bottom holes of the rack unit in which the server will be mounted.
3. Snap the lock lever shut around the vertical rail.

4. Extend the rail so that the two square tabs on the front of the rail fit into
the corresponding holes in the front vertical rail.
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Step 5: Mount the servers

5. Gently bend the small metal clip away from the vertical rail while pulling
the rail towards the front of the rack.
The small metal clip closes around the vertical rail.

6. Use a screw and washer to secure the front of the rail to the rack.
7. Use a screw and washer to secure the back of the rail to the rack.

Step 5: Mount the servers
You can mount all the servers in the rack after you’ve installed all the server
rails, or you can mount each server in turn after you install its rails.
For more information about the servers, see "Servers" on page 23.
To mount a server in the rack:
1. Prepare the server (see "Step 5a: Prepare the server" on the next
page).
2. Attach the inner rails from the rail kits to the server (see "Step 5b:
Attach the rails to the replacement node" on the next page).
3. Mount the server in the rack (see "Step 5c: Mount the server in the
rack" on page 40).
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Step 5: Mount the servers

Step 5a: Prepare the server
To prepare the server to be mounted, remove the label that indicates the
order in which to mount the server.
If this is the first server, remove the serial number label from the top of the
server and store it in a convenient location. You may be asked for this
number when requesting service.
Step 5b: Attach the rails to the replacement node
To attach the rails to the server:
1. Position the inner rail against the server such that:
○

The light-blue button is near the front of the server and facing
outwards.

○

The four round pegs on the server fit through the four pear-shaped
holes on the rail.
The picture below shows one of the four round pegs on the server.

Chapter 3: Assembling rackless components
Installing an HCP Anywhere System – Final On-site Setup

39

Step 5: Mount the servers

The picture below shows one of the large pear-shaped holes on the
rail.

2. While holding the inner rail against the server, slide the rail towards the
back of the server until the rail locks into place.
The picture below shows one of the inner rails attached to the server.

3. Repeat steps 1 and 2 on the opposite side of the server using the
remaining inner rail from the other rail kit.
Step 5c: Mount the server in the rack
To mount the server in the rack:
1. From the front of the rack, insert the back ends of the rails on the server
into the rails installed in the rack. Then slide the server into the rack,
pushing the server forward as far as it goes until it clicks.
2. Pull back on the flat blue pull tabs on the rails on both sides of the
server. Then push the server into the rack as far as it goes until it clicks
and release the blue tabs.
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Step 6: Connect the servers to the PDUs

The picture below shows the flat blue pull tab on one of the rails.

Step 6: Connect the servers to the PDUs
Each server connects to two PDUs — one on the left side of the rack and one
on the right.
When connecting the servers to the PDUs, start with the bottom server.
Connect the first server to the bottommost of the receptacles you plan to
use. Connect the second server to a receptacle above the one you used for
the first server. The receptacles you use do not need to be contiguous. If
possible, connect the servers to different circuit breakers on each PDU.
Reserve one receptacle in each PDU for connecting the back-end switches.

What you need
To connect the servers to the PDUs, you need two power cords for each
server. For information on the type of power cords you need, see "Power
cords" on page 27.

What you do
To connect the servers to the PDUs, for each server:
1. Connect a power cord from the left socket in the server to a receptacle in
the PDU on the left side of the rack.
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Step 7: Connect the switches to the PDUs

2. Use the cable clamp on the server to secure the cable to the server.

3. Connect a power cord from the right socket in the server to a receptacle
in the PDU on the right side of the rack.
4. Use the cable clamp on the server to secure the cable to the server.

Step 7: Connect the switches to the PDUs
Each Ethernet switch connects to one PDU. In the PDUs, you use the
receptacles you reserved in "Step 6: Connect the servers to the PDUs" on
the previous page.

What you need
To connect the switches to the PDUs, you need one power cord for each
switch. For information on the type of power cords you need, see
"Components that you supply for a rackless system" on page 27.

What you do
To connect the switches to the PDUs:
1. Connect a power cord from the bottom back-end switch to the PDU on
the right side of the rack.
2. Connect a power cord from the top back-end switch to the PDU on the
left side of the rack.
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Step 8: Install the perforated blanking plates

Step 8: Install the perforated blanking plates
Two perforated blanking plates cover the front of the rack units where the
Ethernet switches are installed.

The following sections tell you what you need and what steps to take to
install the perforated blanking plates in the rack.

What you need
To install the perforated blanking plates in the rack, you need:
•

For each blanking plate, two screws and two cage nuts from the rack
accessory kit

•

A #2 Phillips screwdriver

•

A cage-nut tool

What you do
To install a perforated blanking plate in the rack:
1. On each of the front vertical cage rails, clip one of the cage nuts into the
middle hole for the applicable rack unit.
2. Using two of the screws, secure the blanking plate to the rack.
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Step 9: Connect the back-end Ethernet cables to the back-end switches

Step 9: Connect the back-end Ethernet cables to the back-end
switches
The red Ethernet cables connect to the top back-end switch. The blue backend Ethernet cables connect to the bottom back-end switch.
This picture shows the back-end cables connected to the back-end switches.

To connect the back-end Ethernet cables to the back-end switches:
1. Connect the two red cables to ports 1 (one) and 2 in the top back-end
switch.
2. Connect the two blue cables to ports 1 (one) and 2 in the bottom backend switch.

Step 10: Connect the back-end Ethernet cables to the servers
One red back-end Ethernet cable and one blue back-end Ethernet cable
connect to each server. The red cables connect to port number 4 on each
server. The blue cables connect to Ethernet port number 2 on each server.

The following sections tell you what you need and what steps to take to
connect the back-end Ethernet cables to the servers.
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What you need

What you need
To connect the back-end Ethernet cables to the servers, you need Velcro
straps and/or cable ties for bundling and securing cables.

What you do
To connect the back-end Ethernet cables to the servers:
1. Connect the red cable in Ethernet port number 1 in the top back-end
switch to Ethernet port number 4 on the bottom server.
2. Connect the red cable in Ethernet port number 2 in the top back-end
switch to Ethernet port number 4 on the top server.
3. Connect the blue cable in Ethernet port number 1 in the bottom backend switch to Ethernet port number 2 on the bottom server.
4. Connect the blue cable in Ethernet port number 2 in the bottom backend switch to Ethernet port number 2 on the top server.

Step 11: Reassemble the rack
Using Velcro straps and/or cable ties, bundle any excess length of the
Ethernet cables and power cords and secure them to the rack. Then replace
the doors and sides on the rack if you had previously removed them.
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Step 11: Reassemble the rack
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4
Connecting and configuring HCP
Anywhere at your site
To get the HCP Anywhere system up and running in your environment, you
need to make the external physical connections and reconfigure the system
for your computing environment. For both preassembled and rackless HCP
Anywhere systems, you need to:
•

Connect the PDUs to the power sources

•

Change the DNS, time, and network settings from the default settings
to settings that work for your environment

•

Connect the system to your corporate network

•

Verify that the serial number displayed in the Management Console
matches the serial number on the label shipped with the system

•

Install the license files from the license CD that was shipped with the
system components

This chapter provides instructions for these activities.
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Connecting to the power sources

Connecting to the power sources
Each node in an HCP Anywhere system is connected to two PDUs. The
switches are each connected to one PDU.
You need to connect each PDU to a different power source at your site. If
possible, these should be uninterruptible power sources (UPSs).
Important: Before connecting the PDUs in a preassembled system to the
power sources, ensure that all the power cables connecting the system
components to the PDUs are firmly seated at both ends. These can sometimes
come loose during shipping.

Once you’ve connected the PDUs to the power sources, you can power on
the nodes. The switches power on automatically when the PDUs are
connected to the power sources.

Reconfiguring the HCP Anywhere system for your site
The HCP Anywhere system comes delivered with default network, DNS, and
time settings. You need to change these settings to match your computing
environment.
To change these settings, you use the HCP Anywhere Management Console.
You can change them in any order.
Important: This section describes activities to be performed when you first
set up the HCP Anywhere system at your site. Before performing these
activities at any other time, consult your authorized HCP Anywhere service
provider.
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What you need to know

What you need to know
Before you can reconfigure the system, you need to know:
•

The DNS settings to use. Specifically:
○

The DNS name you specified for the HCP Anywhere system in the
corporate DNS setup.
If you have not yet configured HCP Anywhere as a hostname in the
corporate DNS setup, do so now. Be sure to use your site-specific
node IP addresses and HCP Anywhere system name, not the default
settings that the system arrives with.

○

The IP addresses of all your corporate DNS servers. Specifying all
servers ensures that the HCP system can perform DNS lookups as
long as at least one of those servers is available.
Important: For AD authentication to work, HCP Anywhere must be
able to contact at least one DNS server that can resolve the AD domain
name.

•

The time settings to use. Specifically:
○

The IP addresses or hostnames of the external time servers you want
to use.
Important: For AD authentication to work, the AD time must be in
sync with the HCP Anywhere system time. The recommended
configuration is for HCP Anywhere and AD to use the same time server.

○

The time zone you want HCP Anywhere to use. HCP Anywhere stores
all times in Coordinated Universal Time (UTC) and uses its time zone
setting only for presentation purposes.

Chapter 4: Connecting and configuring HCP Anywhere at your site
Installing an HCP Anywhere System – Final On-site Setup

49

Preparing to reconfigure the system

•

The network settings to use. Specifically:
○

The front-end IP address to use for each HCP Anywhere node and the
subnet mask for those IP addresses.
The default front-end IP addresses for the HCP Anywhere nodes are
192.168.100.101 and 192.168.100.102. If these IP addresses don’t
work for your computing environment, you need to change them
before you connect the HCP Anywhere nodes to your corporate
network.

○

The IP address to use for the front-end gateway router. Typically, the
first three octets in this address are the same as the first three octets
in the IP address of the front-end network.

○

If the default back-end subnet for the HCP Anywhere nodes conflicts
with an existing IP subnet at your site, the private back-end
IP subnet for HCP Anywhere to use.
Important: This subnet is used only for internode communication. It
must not be connected to the corporate network, which is used for other
types of data communication at your site.

The default back-end IP subnet for the HCP Anywhere nodes is
10.238.1.0.
○

The maximum packet size, in bytes, to use for the front-end
network. The options are 1500 and 9000.

Preparing to reconfigure the system
To reconfigure an HCP Anywhere system for your computing environment,
you need to first:
1. Connect a client computer to the HCP Anywhere default back-end
network (see "Step 1: Connect to the HCP Anywhere default back-end
network" on the next page)
2. Log into the Management Console with the initial user account (see
"Step 2: Log in with the initial user account" on the next page)
3. Check the health of the HCP Anywhere system (see "Step 3: Check the
health of the HCP Anywhere system" on page 52)
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Step 1: Connect to the HCP Anywhere default back-end network
For you to use the HCP Anywhere Management Console, you need a client
computer with connectivity to the default back-end subnet to which the
HCP Anywhere nodes belong. To connect a client computer to this subnet:
1. Ensure that the client computer has a physical connection to one of the
back-end switches used by the HCP Anywhere system.
2. If the client computer is not in the HCP Anywhere default back-end
subnet:
a. Make a note of the current IP address and subnet mask for the client
computer so you can reset them after you change the network
settings for the HCP Anywhere system.
b. On the client computer, set the IP address for the local area network
to 10.238.1.100.
c. On the client computer, set the subnet mask to 255.255.255.0.

Step 2: Log in with the initial user account
To log into the HCP Anywhere Management Console for the first time:
1. On a computer connected to the HCP Anywhere back-end network, open
a browser window.
2. In the address field, enter:
https://10.238.1.1:8000

The IP address in this URL is the preconfigured back-end IP address of
one of the nodes in the HCP Anywhere system.
3. When prompted, accept the HCP SSL server certificate temporarily for
the current session.
The HCP Anywhere Management Console login page appears.
If the browser cannot find the Management Console login page, wait a
few minutes; then try again.
If the login page still doesn’t open after a few minutes, please contact
your authorized HCP Anywhere service provider for help.
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4. In the Username field, type this case-sensitive username: admin
5. In the Password field, type this case-sensitive password: Chang3Me!
6. Click on the Log In button.
The Console displays the Change Password page.
7. On the Change Password page:
○

○

In the Existing Password field, type: Chang3Me!
In the New Password field, type a new password for the admin
account.
Passwords can be up to 64 characters long, are case sensitive, and
can contain any valid UTF-8 characters, including white space. The
minimum password length is six characters.
To be valid, a password must include at least one character from two
of these three groups: alphabetic, numeric, and other.

○

In the Confirm New Password field, type the new password again.
Important: Remember this password. In case of an AD failure, the
Management Console is accessible only by the admin user account.

8. Click on the Update Password button.

Step 3: Check the health of the HCP Anywhere system
To ensure that the HCP system is running properly:
1. In the top-level menu in the HCP Anywhere Management Console,
mouse over System to display a secondary menu.
2. In the secondary menu, click on Hardware.
3. On the Hardware page, for each node, check that the node status is
Available.
If both nodes are available, you can safely continue with the HCP
Anywhere system reconfiguration.
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If either node has a status other than Available, please contact your
authorized HCP Anywhere service provider for help.

Reconfiguring the system
To reconfigure the system, you use the Configuration page in the
Management Console. You cannot make changes on this page if one of the
HCP Anywhere nodes is unavailable.
To change network, DNS, and time settings for an HCP Anywhere system:
1. In the top-level menu in the HCP Anywhere Management Console,
mouse over System to display a secondary menu.
2. In the secondary menu, click on Configuration .
3. On the Configuration page, click on Network and Time.
4. On the Network and Time panel, in the DNS section:
○

In the System Name field, type the fully qualified DNS name for the
system. This name can contain only lowercase letters, numbers, and
hyphens (-). Additionally, it must consist of at least three segments,
separated by periods (.). This name cannot exceed 253 characters.

○

In the DNS Servers field, type a comma-separated list of the IP
addresses of all the current corporate DNS servers. Spaces are
allowed.

Important: When you change the DNS name of the HCP
Anywhere system, the system will need a new SSL certificate. For
information on changing the SSL certificate for the system, see the
HCP Anywhere Administrator Help.
5. In the Time Settings section:
○

In the Time Servers field, type the IP addresses or hostnames of one
or more time servers. Use commas to separate multiple IP addresses
and hostnames.

○

In the Time Zone field, select a new time zone.
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6. In the Network Settings section:
○

In the Default Gateway field, type the new gateway router IP address
for the front-end network.

○

In the Front-end Netmask field, type the new front-end subnet mask
for each node.

○

In the Front-end MTU field, select the maximum packet size, in
bytes, for the front-end network. The options are 1500 and 9000.

○

In the Back-end Subnet field, type the new back-end IP subnet. You
need to change this only if the default back-end subnet conflicts with
an existing subnet at your site.

○

In the IP Addresses section, in the Front-end IP field for each node,
type the new front-end IP address for the node. Specify the lower IP
address for node aw-01 and the higher IP address for node aw-02.

7. Click on the Update Settings button.
A warning message appears asking you to confirm the changes you’ve
made.
8. In the field in the message window, type YES. This is case sensitive.
9. Click on the Update Settings button.
The Management Console checks to ensure that the settings you
specified are valid and that both nodes are available. If so, the HCP
Anywhere system restarts with the new settings. This takes a few
minutes, during which the system is inaccessible to users and
applications.

Connecting to your corporate network
An HCP Anywhere system should be connected to your corporate network
through two front-end switches.
Important: The default front-end IP addresses for the HCP Anywhere nodes
are 192.168.100.101 and 192.168.100.102. If these IP addresses don’t work for
your computing environment, you need to change them before you connect the
HCP Anywhere nodes to your corporate network. For information on doing this,
see "Reconfiguring the system" on the previous page.
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You need to supply two Ethernet switches and the Ethernet cables to
connect those switches to the system nodes. Each node in the system
should be connected to both switches. Use cables of one color to connect the
nodes to one of the switches and cables of another color to connect the
nodes to the other switch. If possible, these cables should be colors other
than red and blue. For more information on the switches and cables you
need to supply, see "Components that you supply" on page 19.
Note: Do not mount the switches you provide in the rack holding a
preassembled HCP Anywhere system.

To connect the HCP Anywhere system to your corporate network:
1. Label each cable at both ends. Then connect the cables to the nodes and
front-end switches:
○

Connect all the cables for one switch to port 1 (one) on each node.

○

Connect all the cables for the other switch to port 3 (three) on each
node.

○

Connect the cables to the switches in sequential order by node
number. That is, connect node 1 to one port in each switch, then
connect node 2 to another port.

The figure below shows these connections.

2. Bundle the cables separately for each switch and use cable ties to secure
them to the rack. The cables should be secure but not strained or
pinched.
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After making the physical connections and reconfiguring network settings
for the HCP Anywhere system, you can disconnect the client computer from
the back-end switch and access the Management Console through your
corporate network. To do this, enter the URL for the HCP Anywhere
Management Console in a browser window. The URL has this format:
https://hcp-anywhere-system-name.domain-name:8000/admin

For example, to access the Management Console for the HCP Anywhere
system named anywhere-ma, you would use this URL:
https://anywhere-ma.example.com:8000/admin

Verifying the serial number
Each HCP Anywhere system is assigned a unique five-digit serial number.
For a preassembled HCP Anywhere system, this number is on a label that’s
attached to the bottom of the system rack, just inside the rear doors. For a
rackless HCP Anywhere system, this number is on a label that's taped to the
top of one of the servers.
When the HCP Anywhere system software is installed, the serial number is
entered as part of the system configuration. You need to verify that the
serial number in the system configuration matches the serial number on the
label delivered with the system.
You use the Management Console to view the serial number configured for
the system. The serial number is displayed in the top and bottom righthand
corners of each Console page.
If the serial number displayed in the Console doesn't match the one from
the label, contact your authorized HCP Anywhere service provider.

Installing license files
By default, the HCP Anywhere system supports only a few file
synchronization and sharing users and HDI devices. To increase one or both
of these limits, you need to install the license files from the license CD that
was delivered with the system.
The filenames for HCP Anywhere license files have this format:
HCPAWLic_SNserial-number_Qquote-number-for-license-purchase_[FSS|HDI]_Nquantity .
[bin|plk]
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For example, this license file was purchased as part of quote number
123456 and increases the limit of registered file synchronization and
sharing users to 500 for the HCP Anywhere system with the serial number
00001:
HCPAWLic_SN00001 _Q123456_FSS_N500.plk

Important: Before installing license files, you need to verify the serial
number for the system. For information on doing this, see "Verifying the
serial number" on the previous page.

To install a license file:
1. Insert the license CD into the CD drive on the client computer.
2. In the top-level menu in the HCP Anywhere Management Console,
mouse over System to display a secondary menu.
3. In the secondary menu, click on Upgrades/Licenses.
4. On the Upgrades and Licenses page, on the Upload tab, click on the
Browse button.
5. Navigate to the license file on the CD and select the file.
6. Click on the Upload button.
The Management Console uploads the file. The progress bar displays the
progress of the upload.
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7. Click on the Next button.
The Review details and apply tab opens and displays this information
about the file you uploaded:
○

A description of the file.

○

In the Details section:
–

The type of file you uploaded. That is, License.

–

The number of file synchronization and sharing users or in-service
HDI devices that the license allows.

At this point, the file has been stored in the system but not applied.
That is, the file synchronization and sharing user or HDI device limits
have not been increased. The system can store only one license file at a
time. If you upload a new license file before applying the current one,
the current license file is replaced.
8. Click on the Apply License button.
A warning message appears asking you to confirm that you want to
apply the license to the HCP Anywhere system.
9. In the field in the message window type YES. This is case sensitive.
10.Click on the Apply button.
The system begins installing the license. The progress bar displays the
progress of the installation.

Performing additional configuration activities
After installing the license files and configuring the system for your
computing environment, you need to perform some additional configuration
activities to grant access to users and to enable the file synchronization and
sharing and HDI device management features.
For information on performing these activities, see the HCP Anywhere
Administrator Help, which is accessible from the documentation control (
in the top righthand corner of each Management Console page.
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5
Configuring monitoring with Hi-Track
Monitor
Hi-Track Monitor is an HDS product that allows you to remotely monitor the
nodes in an HCP Anywhere system. With Hi-Track Monitor, you can view the
status of these components in a web browser. You can also configure HiTrack Monitor to notify you by email of error conditions as they occur.
Additionally, you can configure Hi-Track Monitor to report error conditions
to HDS support personnel.
Hi-Track Monitor is for monitoring and error notification purposes only. It
does not allow any changes to be made to the system. Hi-Track Monitor is
installed on a server that is separate from the HCP Anywhere system. The
program uses SNMP to retrieve information, so SNMP must be enabled in
HCP Anywhere.
This chapter explains what you need to know to set up monitoring of HCP
Anywhere nodes with Hi-Track Monitor. The chapter assumes that Hi-Track
Monitor is already installed and running according to the documentation
that comes with the product.
Note: For you to monitor HCP Anywhere with Hi-Track Monitor, the Hi-Track
Monitor system must be at release 6.1 or later.
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Enabling SNMP in HCP Anywhere
For Hi-Track Monitor to work with HCP Anywhere, you need to enable SNMP
in the HCP Anywhere Management Console. HCP Anywhere supports SNMP
version 2c.
By default, Hi-Track Monitor is configured to support SNMP version 2c with
the community name public. If you change the community name in
HCP Anywhere, you need to configure a new SNMP user in Hi-Track Monitor
to match what you specify in HCP Anywhere. For more information on this,
see the Hi-Track Monitor documentation.
For instructions on logging into the Management Console with the admin
user account, see "Step 2: Log in with the initial user account" on
page 51.
To enable SNMP in HCP Anywhere for use with Hi-Track Monitor:
1. In the top-level menu in the Management Console, mouse over System
to display a secondary menu.
2. In the secondary menu, click on Monitoring.
3. On the Monitoring page, click on SNMP.
4. In the SNMP Settings section:
○

Select the Enable SNMP at snmp.hcp-anywhere-name.domain-name
option.

○

Optionally, in the Community field, type a different community
name.

5. Click on the Update Settings button.
Tip: By default, the HCP Anywhere system allows SNMP monitoring
through any IP address. However, you can explicitly specify that Hi-Track
Monitor is allowed access to HCP Anywhere through SNMP. To do this:

1. In the entry field in the Allow section, type the IP address of the
server on which Hi-Track Monitor is installed.
2. Click on the Add button.
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3. Log out of the Management Console and close the browser window.

Configuring Hi-Track Monitor
To configure Hi-Track Monitor to monitor the nodes in the HCP Anywhere
system, log into the Hi-Track Monitor and add HCP Anywhere as a new
device. You need this information:
•

Your HDS customer ID. If you don’t know it, contact your authorized
HCP Anywhere service provider for help.

•

The front-end IP addresses of the nodes in the HCP Anywhere system.

•

The SNMP user that corresponds to the SNMP configuration in HCP
Anywhere. Typically, this is public.
For information on configuring SNMP in HCP Anywhere, see "Enabling
SNMP in HCP Anywhere" on the previous page.

For information on adding devices to Hi-Track Monitor, see the Hi-Track
Monitor documentation.
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